Register an application with the Microsoft
identity platform

This document guides you through the workflow on adding the TimeLog PSA app in your Azure Active
Directory and creating the Timelog integration credentials.

Prerequisites:
Installed MSAL.PS Powershell module.
User access need to be Global Administrator or Privileged Role Administrator

This workflow description is based on Microsoft Quickstart: Register an application with the Microsoft
identity platform

1. Azure AD Application registration

Sign into azure portal (https://portal.azure.com) and search on 'App registrations'
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2. Register and application

Click '+ New registration’'. Provide a 'Name' for application, set 'Supported account types' to "Accounts in
this organizational directory only".

In Redirect URI you select Web and add the URL for your Business Central on-premises browser client and
click 'Register' button to add the Timelog integration application.
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3. APl permissions

Setup API permissions for the newly created application, go to 'API permissions' and click Add an
application:
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B overview

& Quickstart %
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not
5 Integration assistant reflect the value in your organization, or in organizations where this 2pp will be used. Lesr more
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To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applica

dl. Roles and administrators

El Manifest

Suppart + Trouhleshooting

In order to acquire tokens as application (used for automation APIs), click: 'Dynamics 365 Business Central’
- 'Application permissions' and mark “app_access” and “APl.ReadWrite.All”

Click Add permission
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4. Grand admin consent confirmation

After permissions are added, click 'Grant admin consent for...".
Click Yes button to grant consent for the requested permissions.

Status in the table of permissions should change to 'Granted'
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# Search | « () Refresh A7 Got feadback?

B o ' ; i
# overview Grant admin consent confirmation.

% Quickstart Do you want to grant consent for the requested permissions for all accounts in Timelog Connetor? This will update any existing admin consent records this application
already has to match what is listed below.

# Integration assistant

Manage
B2 eranding & properties
D Authentication Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
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all the permissions the application needs. Learn more about permissions and consent
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Support + Troubleshooting

J’ Troubleshooting
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

& New support request



5. Certificates and secrets

Setup client secret (used in authorization code flow scenario and application scenario):

Go to 'Certificates & secrets' - 'Client secrets', click '+ New client secret'
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5) Authentication

Certificates (0) Client secrets (0)

Certificates & secrets @

Il Token configuration

- AP| permissions MNew client secrat

& Expose an API Description

App roles
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& Roles and administrators

Ml Manifest

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Appiication registration certificates, secrets and federated credentials can be faund in the tabs below.

Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Mo client secrets have been created for this application.

P *

Expires Value & Secret ID

Add some Description, choose 'Expires’ setting to 24 months and click 'Add’
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After secret is created, copy secret 'Value' and save for later when setting up the TimeLog to BC-
integration.
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. . . x |
& Quickstart @ Gotasecond to give us some feedback? — |
# Integration assistant |
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS |
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
g
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Certificates & secrats |
i . !
il Token canfiguratian Certificates (0)  Client secrets (1)  Federated credentials (0) |
& APl permissions . s . . . _ |
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password. |
& Expose an AP| |
B App roles {ew client secret
t
22 Owners Description Expires Value @ Copy to clipboard etID
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Copy the Client secret of the registered application. You will need this later when setting up the Timelog to
BC-integration.

6. Copy client ID

Select Overview

Copy the Application (client) ID from the App registrations — Overview. You will need it when adding the
new client into your Business Central Azure Active Directory Applications

£ Search resources, services, and docs (G+/)

Home >

EH TSG TimeLog PSAapp = - «

| P Search | « Delete @ Endpoints [ Preview features
B ovenview -
A Essentials
4k Quickstart
Display name Client credentials
#" Integration sssistant TSG Timelog PSA app y 0 ceriificate, 1 secret
Copy ta cliphoard
Application (client) ID Redirect URIs
Manage 73e8212f-beed-4835-b318-53807aa0 1cf % 1 web, 0 spa, 0 public client
B Branding & properties Object ID Application 1D URI

cae634e9-b476-405f-9382-27cb1bd80e7d Add an &

atian 1D URI
5) Authentication

Directory {tenant) ID
Certificates & secrets be06ba03-d0d6-4d64-boef-2213d4d%eTe7

aged application in local directory
T5G Timelog PSA app

Suppaorted account types

il " i
i Token configuration Ay orssiiAticn riy

& APl permissions

@ Sesrting June 30th 2020 we wil no longer add any new festures o Azure Active Diectory Authentication Library (ADAL) and Azure AD Graph, We will confinue to provide

technical support and security updates but we will no longer provide feature updates. Applicatians will need to be upgraded to Microsoft Authentication Library (MSAL)
and Microsoft Graph, Learn more

& Expose an AP|

i App roles

&3 Owners
Get Started ~ Documentation

il Roles and administrators

Copy the Application (client) ID of the registered application. You will need in the Business Central Azure
AD application setup.



7. Setup of Azure Active Directory Application in Business
Central

Complete these steps to set up the Azure AD application for service-to-service authentication in Business
Central.

In your Business Central client, search for Azure Active Directory Applications

Dynamics 365 Business Central

TimelLogTestCompany Tell me what you want to do 7 X

Customers Vendors Items |

X This s 2 sandbox environment fofl
Go to Pages and Tasks

Administration f %

Azure Active Directory F‘\ET)HCST\E@

Get started
Hi, meet Busing cocumentation A

Search Hel

You're all set to try out our g y
Go explore on your own, on ~ _ f

P SUPE Y R R Sy

Click New,

DE) Environment:

* Dynamics 365 Business Central MO production
Timelog A/S & Azure Active Directory Applications [ =
Customers  Vendors = 4
. P Search +New  Manage e Y =
Notifications: 3 Your CieatEaew Bty Ice authenticatio... v
Client ID Deseription State
Get started {c6c095b0-8b63-402e-938b-0acee4680ac5} : Timelog PSA app Enabled X

H i rea Dynamics 365 Business Central for virtuelle ta... Disabled
/

Past the copied Application (client) ID into Client ID, add a description name and change State to Enable
and click Yes to the new created user

DE) Environment:

ﬁ Dynamics 365 Business Central MO production
TiN & AzureAdiveDires < Azure Active Directory Application Card (¢) e W Saved 1
Cust " . 7
o & Timelog PSA app
N¢ fvice authentication. Web ... ~
Client ID 3 Grant Consent More options
{c6c095b0-8b631 X
General
af30e371-ad4a
Client ID {c6c095b0-8b63-402¢-938b-0a... Extension
Description Timelog PSA app App ID {00000000-0000-0000-0000-00
State Enabled < AppNEme
o Enabled User information
Contact Information Disabled
{2ee7be10-fcad-496¢-959e-C5...
TIMELOG PSA APP -
eld to Disabled before you can ma.. = ‘i



Add the User Group
1 = Azure Active Directory Application Card \’ g/ﬂ/\ 4 + Til v Saved <

TimelLog PSA app
D365 BASIC ISV

4 Grant Consent Mere options
1 General
Client ID {c6c095b0-8b63-402¢-938b-0a... Extension
Description Ty roa A App D {00000000-0000-0000-0000-00...

State Enabled v APANamE

Contact Information Usetirtformiaticn
User ID {2ee7be10-fcad-496¢-959-c5...
User Name TIMELOG PSA APP

You must set the State field to Disabled before you can ma..

User Groups Manage

s
J

&
Codet Name Company Name 1
— | D365 BASIC ISV D365 Basic ISV-adgang
and User Permission Sets 73
| €« Azure Active Directory Application Card \_\.\”/l = 1 "L“l v Saved 7

TimelLog PSA app
D365 BASIC ISV v —

SCBTIMELOGPSACORESET

You must set the State field to Disabled before you can ma...

SCBTIMELOGPSADKSET

User Groups Manage © B
Code t Name Company Name 1
= | D365 BASIC ISV D365 Basic ISV-adgang
User Permission Sets Manage e B

Permission Set

Extension Name Permission Scope
> D365BASICI.. : Dyn.365Basicl... Base Application System
SCBTIMELOG.. TimelLog PSAC... Timelog A/S TimeLog PSA CORE System
SCETIMELOG... Timelog PSADK  Timelog A/S TimeLog PSA DK System

The TimeLog PSA-app is now added in your Business Central and you are now ready to setup the
integration connection in your TimeLog installation.



8. TimelLog — BC integration connection configuration

Add the Business central integration in TimeLog system administration >> Integrations and API >>
Integrations and click Configure Business Central.

Select Business Central Cloud in Deployment version

Add the tenant ID and credentials into the related fields in the user interface

¥ System administration

mY System administration

Back to TimeLog @ e

Microsoft Dynamics 365 Business Central integration setup

Search Q Streamline your processes, make smarter decisions, and accelerate growth with Dynamics 365 Business

Central—a comprehensive business management solution designed for small to medium-sized

businesses.

88 setup TimeLog here
Setup Business Central Deployment Version
@3 Time and expense registrations ~
Deployment version: Business Central Cloud v
iy Approval processes v
@ Reports v configuration of connection
B Projects - 4k Connection Not established
4\ Integration Disabled
2% Employees -
Your Microsoft Dynamics 365 Business Central Timelog A/S credentials
@ Finance -
Tenant Td: hittps:i/apl businesscentral dynamics.comiv2 0/8¢
B3 cCustomers v
& Environment: Enter environment
«;» Integrations and API -
Client Id: Enter client id
@ General settings .

Client Secret: Enter client sacrel

Setup deployment version for Microsoft Dynamics 365 Business Central

Your Business Central deployment version description

Setup connection to Microsoft Dynamics 365 Business Central Timelog A/S

In order to create a connaction between TimeLog and Business Central, you
must indicate the login informatien for your Business Central account.
» Read more about Microsoft Dynamics 365 Business Central here

Found in BC Assisted setup >> Timelog

Select environment in BC

When you have added the credentials information in the four fields are you to click Connect to establish
the connection to your Business Central.

The Tenant ID is found in your BC installation via Assisted setup

[ & Assisted Setup

O Search Actions ~

Learn
A Title Completed more
~  Set up your company _
Set up exchange rates service Read
Enter company details Read
Set up Value-Added Tax (VAT) Read
Set up VAT Group Management Read
Set up VAT Group Management Read
Fetch users from Microsoft 365 _
~  Install extensions to add features and int... _
Set up Timelog PSA Read
Setup Graphical Inventory Profile Read

~  Get ready for the first invoice

Set up outgoing email Read

H o/
e Y
Description

View or update currencies and exchange r...
Provide your company's name, address, lo...
Set up VAT to specify the rates to use to c...
VAT Group Management allows independ...
VAT Group Management allows independ...

Get the latest information about users and...

Manage projects and time with TimelLog

Overview of future supply problems witho...

Set up the email accounts your business w...




Click on Setup TimeLog PSA and click
slider next to Existing User, and click |
Next |

I & Assisted Setup 0= 7

(5
<

O Search Actions v

Title
‘ | Timelog Install Guide s X
Set up your ¢

Set up exch 5 and exchange fa...
Enter compd T 2 I name, address, [0g...
Set up Value I I ' l e o g ‘rates 1o use to cal..
Set up VAT allows independe..,

Set up VAT lallows independe...
| Thankyou for selecting TimeLag. We need some information to get started: E
Feich users about users and ...
Install extens

Existing Timelog User

Set g% Ewnh Timelog
Existing User
Setup Grapl problems withou...

et ady) fﬁ New Timelog User |
Set up outge your business wi...
| Custcmizeré Hew b © T ;chmentsmuk i
v Resiortontl [ e | |
Process Cr;! - ;dgar entries of t...
Copy the Tenant ID key and past it
. . . I & Assicted Sew O e &
into the Tenant ID field in your _ S b
Timelog BC integration. I i -
. A Title . .
Copy the Environment name key and | B Tt sl i X B
paSt |t intO the EnVironment f|e|d in Senmamj i g pdunge .,
r TimelL BCin ration. Enter compa T' L feme.address, log..
you € og C teg at 0 | Set up Valu ll I 'e og rates to use to-cal...
| Set up \/ATﬂ ;]luws independe...
allows independe. ..

Set up VAT ) .
" Please copy the Tenantld and Enviroment below and go to our TimeLog Website

CIle Next and FiniSh on the next Fetch users for more information ) about users and ..

Install axtens be06ba03-d0d6-4d64-bIef-e319d4d9e9e7

window to close the TimelLog PSA i ] [co T s |

Conflguratlon. S / problems withou...
Getready fofl  |Cop) Enviroment to clipboard |
Set up outgy your business wi..
i | Click here to open the Timelog website b
Customized documents look ri..
Report on fin | Back ‘ Next
Process Con jedger entries of t...

The Client ID and Client secret is found in https://portal.azure.com/#home >> App registrations >>
Your TimeLog PSA app-name >> Overview

R Search resources, services, and docs (G+/)

Home » App registrations >

# TSG Timelog PSAapp »

|,"3 Search | « i Delete & Endpaints [l Preview features

B overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart

# Integration assistant ~ Essentials

Manage D\sp\a.y name Client.credentlals
T5G TimelLog PSA app 0 certificate 1 secret

= eranding & properties Application (dlient) ID Redirect URIs

- 78e8z12f-beed-4835-b318-53897az0e1cf 1 web, 0 spa, 0 public client

3 Authentication

Object ID Application ID URI
Certificates & secrets cae634e8-b476-4057-9382-37cb1bda0e7d Add an Application 1D URI

1! Token configuration Directory (tenant) ID Managed application in local directory

beDeba03-d0d6-4d64-b9ef-e319d4d9ege7 TSG Timelog PSA app

=
APl permissions Supported account types

@ Evnnca an ADI My organization only




